Introduction
In South Africa, SBP (2014) and Olawale and Garwe (2010) found that small businesses are responsible for 56% -60% of the country's employment, which leaves considerable ground to be covered in order to meet the National Development Plan's target of 90% set by the National Planning Commission (2010) . By contrast, in New Zealand, which is considered the easiest country in which to start a business (World Bank Group 2014) , the New Zealand Government (2015) found that 97% of their population is employed by small and medium enterprises (SMEs).
Businesses face a variety of challenges which could prevent them from reaching their full potential; one such challenge is maintaining regulatory compliance, which SBP (2014) has identified as the most critical challenge facing South African SMEs. SBP (2004) has determined that on average it takes eight working days per annum to maintain regulatory compliance, largely because of overlapping, conflicting and ever-changing regulations, lack of information access, as well as inefficiencies within the various municipalities themselves. Groepe (2012) emphasises that small businesses have a crucial role to play within the economy, and as such, steps should be taken to alleviate the challenges they face, so that they may become more effective contributors to the economy. Herrington, Kew and Kew (2014) note that this can be accomplished through an increased focus on education and skills and by creating a more enabling entrepreneurial environment. For example, online Web portals can be utilised to reduce regulatory red tape, making it easier to start a new business.
The usage of online portals and eGovernment services is one of the core services in the emergence of smart cities, as found by Albino, Berardi and Dangelico (2015) , Calzada and Cobo (2015) and Lövehagen and Bondesson (2013) . According to the United Nations (2014), this improved accessibility can make it easier for small businesses to conduct their daily operations by removing the physical barriers associated with typical municipal interactions and by allowing them to operate in a more autonomous and self-sufficient manner.
Businesses face several challenges on an ongoing basis, and the types of challenges are expected to vary depending on the nature of the business. To identify which smart city services should be prioritised, the objective of this research was first to determine which challenges have the greatest impact on small businesses. Literature was then used to select smart city services that have the potential to address these challenges.
A total of 44 small-business owners from various sectors participated in this research by completing an online survey. A multi-criteria decision-making framework was then used to rank the challenges faced in terms of their impact on the business. Similarly, the potential smart city services were ranked in terms of the value that they could offer the businesses.
Once the prioritised challenges and services had been determined, the infrastructural and technological prerequisites of each of the proposed smart city services were investigated. This allowed dependencies to be identified so that a logical service deployment could be achieved. These results were subsequently integrated into a technology roadmap that can assist cities in planning for their own smart city rollouts.
Research questions
The purpose of this research was to explore the challenges that South African small businesses face so that suitable smart city services can be identified to alleviate these challenges. These services will have several infrastructural prerequisites that must be met before they can be deployed, and recommendations are made on how these services should be developed.
To achieve this, the following research questions were formulated:
• What challenges are South African small businesses faced with? • Which smart city services would offer the most value to these small businesses? • What development roadmap should be followed to ensure that these services are implemented successfully?
When planning any smart city deployment, there are many stakeholders that need to be considered, including businesses, communities and schools. This research was limited to assessing value from the perspective of small businesses only.
Literature survey Definitions
There are numerous definitions of a smart city, as discussed by Albino et al. (2015) . For the purposes of this research, the definition by Caragliu, Del Bo and Nijkamp (2011) was adopted:
a city is considered to be smart when investments in human and social capital and traditional (transport) and modern (ICT) communication infrastructure fuel sustainable economic growth and a high quality of life, with a wise management of natural resources, through participatory governance. (p. 70) This research dealt with the challenges that small businesses face as well as smart cities and the services they offer. For brevity, some aspects are grouped into generic terms, with the full definitions being available in Appendix 1.
Small-business challenges
Worldwide, small businesses employ an average of 77% of the population, yet this is not the case in South Africa.
Research by SBP (2014) has shown this figure to be closer to 60%. Additionally, small businesses have high failure rates, with Zulu (2015) claiming that as few as 9% of businesses remain operational after 10 years. These businesses face various challenges on a regular basis which, if addressed, could pave the way for them to become more significant contributors to the economy.
Examining the literature reveals that many prominent challenges facing businesses have been identified, such as maintaining regulatory compliance, dealing with corruption, skills shortages and infrastructure issues. These challenges have been grouped in Table 1 , as per the definitions in Appendix 1. For each item in Table 1 , various sources of literature were used to establish each challenge as being a viable threat to small businesses.
One of the most commonly recurring challenges is the lack of entrepreneurial training and education, which was identified by each of the sources in Table 1 . Typically, this includes general aspects of business operations and management, but Worku (2016) found that this demand exists even at school level and suggests that governments consider offering entrepreneurial training to interested candidates immediately after leaving school.
Access to finance is the largest obstacle to small-business growth, as identified by Olawale and Garwe (2010) , with Worku (2016) finding that businesses need over R50 000 on average in initial capital in order to become viable. Although the government has made various funding bodies available to small businesses, Peters and Naicker (2013) maintain that many businesses are not even aware of all the avenues of funding available to them and that a significant number do not pursue these sources of funding because of the amount of bureaucracy and red tape involved.
Smart city services
With the growing ubiquity of wireless networks, trends in connected services have begun to emerge, with the concept of smart cities also gaining interest. As discussed by Albino et al. (2015) , Lövehagen and Bondesson (2013) and Calzada and Cobo (2015) , a critical theme throughout smart city literature is the notion of leveraging digital systems and communications networks to improve efficiency, promote development and encourage sustainability.
However, these systems alone are not enough to make a city smart. Chourabi et al. (2012) , Lee, Hancock and Hu (2014) and Woods and Goldstein (2014) describe the physical aspects of this infrastructure, the servers, storage and processing power that are required. These cities rely heavily on large volumes of data (Stratigea, Papadopoulou & Panagiotopoulou 2015; Woods & Goldstein 2014) in order to provide real-time insight into the cities' operations, thereby allowing them to improve efficiencies and identify emerging trends (Albino et al. 2015; Chourabi et al. 2012; Stratigea et al. 2015) .
There are several such services that a city could deploy, and cities must work to ensure alignment between the stakeholders' expectations and what is offered. Proper adoption of these services may also require behavioural change within the various stakeholder groups (Branchi, Fernández-Valdivielso & Matias 2014; Calzada & Cobo 2015) and can be accomplished through the increased awareness of the benefits that the smart city has to offer.
Deploying Wi-Fi at city-wide level is a concept that is gaining in popularity and is often seen as a first step for a city to become smarter. Walravens (2015) explores how this can be used as the founding infrastructure for other initiatives but states that it is typically focused in more densely populated areas, which limits its usefulness. However, Lee et al. (2014) caution that being able to offer this service requires a significant investment in backhaul network connectivity, as well as the equipment required to operate the wireless network. Additionally, this is a time-consuming process and can be somewhat disruptive because of the construction that needs to take place.
Smart cities typically incorporate aspects of eGovernment and open data policies to provide a variety of services to stakeholders. In doing so, they can provide skills training, financial support as well as general information to interested parties. SBP (2014) and the United Nations (2014) describe how online access to smart portals can help combat governmental inefficiencies by removing the physical barriers associated with a business's interactions with the city. Ryan (2014) suggest that the network topology be carefully planned, while ensuring that security and access control are implemented through a combination of firewalls, encryption schemes and authentication systems.
Part of any smart city adoption is ensuring the use of the various services through the ongoing education of the communities; Stratigea et al. (2015) and Lövehagen and Bondesson (2013) caution that the failure to properly educate the stakeholders could lead to the lack of service adoption. However, apart from just imparting basic knowledge, smart cities have the potential to provide access to a variety of skills and educational training, such as finance and managementtwo areas which could prove valuable to business owners.
Availability of educational content has additional benefits, as Dirks and Keeling (2009) and Letaifa (2015) have found.
Increased educational levels are a major motivating factor for potential citizens, with educated workforces experiencing faster growth and subsequently being able to attract more graduates to the city, which in turn drives an increase in knowledge and innovation.
Because of the interaction that any potential smart city services will have with each other, it is crucial to plan their development so that efficient integration is ensured. This typically requires that services start off at a basic level and then slowly evolve to include more functionality and deeper integration with other aspects of the city, a process described by Kumar (2015) . By adopting a more agile development approach, cities can constantly align their service offerings with the expectations of the stakeholders. Figure 1 shows a potential approach that was adapted from Birmingham's own smart city deployment (Kakderi 2014) . This process allows incremental developments to be tested and guided by a small group of early adopters, before making that functionality available to the general population.
At the time of writing, the City of Johannesburg was in the process of rolling out some of its own smart city initiatives. This included the deployment of a widespread broadband fibre network throughout the city, with further plans to offer Wi-Fi connectivity in some areas (Templeton 2015) . The city has also begun the process of making it possible to submit some regulatory documents online, in addition to partnering with educational institutions to provide access to selected online courses (Shezi 2015) . To encourage collaboration between municipalities throughout the country, the city has made its smart city portal available to other municipalities (Burger 2015) .
Mapping challenges to services
Having established the major challenges that small businesses face, the literature was used to link each challenge to a variety of smart city services that could potentially address the challenge. The sources for each of the statements below, along with a summary of this mapping, are provided in Table 2 ; it was found that focusing on a small selection of smart city http://www.sajems.org Open Access services would result in an improvement across each of the identified challenges.
The value that eGovernment offers very quickly becomes clear, as the literature has shown that it is able to address each of the challenges to various extents. Furthermore, eGovernment is the only service capable of addressing workforce issues -a crucial consideration for South Africa's economy.
By combining eGovernment with other Web-based services, such as online portals and educational material, a city would be able to offer significant value from a centralised system. These three services, when combined and integrated, would form the foundation from which the other services could be monitored and managed. Additionally, because of the nature of centralised systems, cities would be able to constantly expand their service offerings, further increasing the value of these smart city services over time.
The remaining three services (city-wide Wi-Fi, smart traffic management and smart power) are all decentralised services, and they would predominantly contribute to addressing the infrastructural issues that pose a challenge to small businesses. However, because of their reliance on physical infrastructure, these services could be logistically more challenging to deploy.
Finally, only eGovernment and smart security services would able to address the issue of corruption that businesses facean important factor to mitigate because of the impact that it has on small businesses.
In concluding the literature review, it has been shown that small businesses face a variety of challenges that inhibit them from reaching their full potential. Furthermore, it was shown that certain smart city initiatives make it possible to alleviate, or even eliminate, these challenges that continue to plague small businesses in the country.
Research design
To answer the research questions, the relative impact and potential of small-business challenges and smart city services had to be determined. However, different businesses face differing challenges, and therefore, a single business case could not be used. An expert in the field of small-business challenges could be utilised to determine the relative importance of the issues faced. However, research by Castillo (2013) has shown that judgements made by a group of nonexperts are typically far more accurate than the judgement of a single expert. As such, this research sought to include the responses and feedback from a group of small-business owners.
The analytical hierarchy process
Analytical hierarchy process (AHP) was chosen as the decision-making framework because of its effectiveness as a collaborative group decision-making tool. When compared to other multi-criteria decision-making techniques, AHP was found by Peniwati (2007) to offer the most valid indication of a group decision and is most capable of resolving conflicts within a group decision.
As described by Saaty (1990) , the tool's inventor, AHP is a hierarchical decision-making framework that is capable of incorporating both tangible and intangible aspects in the evaluation. This is accomplished by ranking the various alternatives, based on how well they meet a series of criteria that define the decision goal.
The tool also includes the ability to perform consistency checking to identify any potential issues within the results, while still being able to account for some degree of inconsistency because of differences in human judgement. As described by Saaty (1987 Saaty ( , 2008 , group decisions can be made by allowing individuals to complete their own decision matrices, and then calculating the geometric mean to yield United Nations (2014) Lee (2010) the group decision matrix. AHP is well documented within the literature, but the process can be briefly summarised from Vaidya and Kumar (2006) as follows:
• identify the objective • develop the hierarchical decision structure incorporating the goal, the criteria and the alternatives • utilise pairwise comparisons to rank the alternatives • perform consistency checks and reject inconsistent responses • calculate the relative weightings of each of the criteria. Brunelli (2015) found AHP to be an effective tool for city evaluation and planning and discusses how it can be used to determine which features and services consumers value most when purchasing smartphones and electronic devices. Further research by Vaidya and Kumar (2006) confirms that AHP is suitable for a wide variety of decision-making problems, largely as a result of its inherent flexibility and adaptability, making it a suitable framework to use when evaluating the challenges that small businesses face and how various smart city services could be used to alleviate them.
Research methodology
Having established a theoretical basis for this research through the literature and having identified AHP as a suitable decision-making framework, it was then necessary to develop the hierarchical decision structure required by AHP. This was accomplished through a series of informal interviews to validate the literature and provide additional context. Two executives from the Gauteng Department of Economic Development were interviewed to establish Gauteng's involvement in and plans for their own smart city deployment, with the intention being that this research could further supplement their own.
Several informal interviews were conducted with small businesses in the Johannesburg region, with the focus being on the challenges they face as well as how they believed these challenges could best be addressed. In most cases, these solutions were in line with the identified smart city services. For example, the businesses expressed a strong interest in being able to complete regulatory paperwork online or gain access to educational content -two factors that fall within the scope of the smart city services discussed in the literature.
Although informal, these discussions provided a good basis for the subsequent research by validating the challenges faced, as well as the potential solutions to these challenges. This also ensured that the challenges being faced by small businesses have remained relevant in the country's ever-changing political and regulatory environment. The development of the AHP decision structure is discussed further in the section 'Applying the analytical hierarchy process structure'.
To conduct this research, a standardised questionnaire was developed to allow participants to rank both the challenges they faced as well as the smart city services identified. By deriving the questionnaire from the AHP decision structure described in the section 'Applying the analytical hierarchy process structure', it would be possible to gain insight into the relative impact of each challenge or service. At this point, the questionnaire was tested with the AHP process to ensure that it could achieve the desired objective based on the required decision structure.
The questionnaire was then tested by two small-business owners to gather their feedback, thereby checking that the participants could understand the questionnaire and verifying that it took an acceptable amount of time to complete. Once the revisions were incorporated, the questionnaire was used to collect and subsequently analyse the data. Figure 2 summarises the research process that was described in this section, and then followed when developing the research tool and conducting the research. 
Applying the analytical hierarchy process structure
To develop the AHP decision structure, it is first necessary to identify the objectives, as described by the process outlined in section: 'The analytical hierarchy process'. For this research, there were two AHP objectives:
• determine the impact of the small-business challenges identified • determine the value of the smart city services identified.
Next, it is necessary to identify the criteria to use when solving for the objective. As discussed by SBP (2014), the challenges that small businesses face impact them in two primary ways -time lost and cost incurred. Similarly, the value of the smart city services can be assessed in terms of the value they offer -both in time and costs saved as well as their importance in a smart city.
Based on Table 1 and the definitions in Appendix 1, the alternatives for the small-business challenges were identified as regulatory compliance, government support, infrastructural issues, entrepreneurial support, workforce issues and corruption. The resulting decision structure for determining the impact of the challenges that small-business face is shown in Figure 3 .
Similarly, based on Table 2 and the definitions in Appendix 1, the alternatives for the smart city services were identified as city-wide Wi-Fi; eGovernment and open data policies; small-business support portal; smart meters, grid and lighting; smart security, transport and traffic management and educational tools and training material. The resulting decision structure for determining the value of smart city services is shown in Figure 4 .
By developing two distinct decision structures, it was possible to verify the selected smart city services both through literature (from Table 2 ), as well as through the participants' own responses, thereby increasing the confidence that the correct services were identified.
Data collection and analysis
Using the derived AHP structure, an online survey was used to conduct the research. To complete the decision matrices, participants were guided through a series of multiple-choice questions to establish the relative importance of each alternative.
For the sampled participants to be representative of the small-business population, participation in the research was limited to individuals who owned or were involved in the management of small businesses that operated within South Africa. These businesses could operate within any industry sector and were considered small if they employed fewer than 50 people. This ensured that the research data were collected from participants who were qualified to provide insight into the challenges that small businesses face and which smart city services may be able to add value for them.
Because the entire population of South African small businesses was not known, the following businesses and The research was carried out using standardised, pretested and pre-validated questionnaires distributed through an online survey system to gather data from the sample of the small-business sector. Scales were utilised as the primary principle of measurement, making it possible to incorporate both the objective and subjective aspects of the decisionmaking process. By conducting the research in this way, it was possible to conduct a detailed analysis that would ensure that the most important challenges and services were identified.
The questionnaire consisted of four sections. The first section gathered demographic data to ensure that the participants fit the profile of a small-business. This section included questions relating to revenue, location, number of employees, business sector and other factors. The second section required participants to indicate the time and financial cost incurred in overcoming each of the challenges identified in Table 1 . The final two sections required the participants to rank, using the AHP comparisons, the relative impact of each of the challenges and smart city services.
Of the approximately 300 people who were invited to participate, a total of 82 responses were recorded. However, 38 respondents started the survey but did not reach completion, and their results were subsequently discarded. This then left 44 valid responses.
The survey system was hosted on a private server in a South African data centre. Once the responses were collected, they were exported in comma-separated values (CSV) format, which was then used by MATLAB to perform the required data conversions and calculations. MATLAB does not have built-in functionality for performing AHP analyses, and as such, custom code was developed. This functionality was tested against known data sets to ensure the validity of the results obtained through the custom toolkit.
Limitations of analytical hierarchy process consistency
Although Saaty (1990) provides a method for checking consistency of the results, this technique has been criticised by Alonso and Lamata (2006) as too restrictive when dealing with a large number of alternatives, or when combining decision matrices from a number of participants.
Based on the generation of 500 000 random matrices, Alonso and Lamata (2006) provided a good trade-off between consistency and the inclusion of sufficient decision matrices in the combined group decision. With these constraints, the final group decision could be determined by calculating the geometric mean of the individual matrices to obtain the group decision matrix. Once this had been calculated, the final results could be determined through a series of simple matrix calculations.
Having defined the research process, it was then executed to collect and analyse the data, with the results being presented in the next section.
Research results

Participants' demographic profile
Along with the ranking comparisons that each participant made, they were also asked to answer a series of demographic questions to establish an understanding of the small businesses that took part in the research.
Of the 44 responses that were received, the majority (58%) were from businesses that operated with 1-5 employees, as shown in Figure 5 , and only 11% of the businesses employed more than 20 people. Additionally, the data revealed that a quarter of the businesses operated entirely online, with the remainder relying on physical storefronts and office spaces ( Figure 6 ). In all, 82% of respondents were from the Johannesburg area, which highlights the relevance of this research to the City of Johannesburg. A total of 68% of the participants operated within the engineering, consulting and construction sectors, while finance, insurance, real estate and education accounted for only 7% of the responses.
Time and cost impact of small-business challenges
To investigate the extent of triangulation, participants were required to answer several questions independently of the AHP comparisons. This was also used to confirm the findings in literature in respect of time lost and cost incurred when dealing with these challenges. Figure 7 shows a frequency distribution of the amount of time, in days, that each participant required to address each of the identified challenges on an annual basis. When considering the number of businesses that spent more than 20 days in dealing with any of the challenges, it becomes clear that these issues represent a significant amount of lost time to the businesses, with regulatory compliance being the biggest offender in this regard. Figure 8 shows a frequency distribution of the amount of money, in rand, that each participant spent on each of the identified challenges on an annual basis. Of the 44 respondents, 10 indicated that infrastructure and workforce issues cost them over R100 000 per year, representing a serious cost that must be absorbed regularly. Although corruption was generally considered to not have much of an impact in terms of time, a quarter of the respondents reported that it cost them over R50 000 per year.
Calculation of weighted rankings
Following the process outlined by Saaty (2008) , the pairwise comparisons from the questionnaire were converted to a total 
Number of parƟcipants
Less than R999 R1 000 to R14 999 R15 000 to R49 999 R50 000 to R99 999 More than R100 000
Not applicable FIGURE 8: Annual cost impact because of challenges faced.
of seven group decision matrices by calculating the geometric mean of the individual participant matrices. These seven matrices consist of:
• Challenge Time -the challenges faced with regard to the time impact on the business • Challenge Cost -the challenges faced with regard to the cost impact on the business • Cost Priority -the relative priorities of the criteria 'save time' and 'save money' • Service Time -the smart city services with regard to the impact of time saved • Service Cost -the smart city services in respect of the impact of cost saved • Service Value -the smart city services in respect of the value and importance within a modern city • Service Priority -the relative priorities of the criteria 'save time', 'save money' and 'importance in a modern city'.
To demonstrate, the matrix for the time impact of smallbusiness challenges was found to be (Equation 2): The custom-developed MATLAB code was then used to determine the relative weightings of each challenge, as well as to perform consistency checking (Equation 3): This process was repeated for each of the six remaining matrices, and the priorities of each alternative were overlaid on Figures 2 and 3 to yield Figures 9 and 10 , respectively. These two figures show how the group decision was distributed across the various challenges and services. Within each block, the priority value indicates the relative importance of that item, with the sum of each group always being equal to 1.
With these results, it is now possible to calculate the final priorities using matrix multiplication, in the form of = × R M P , where R is the vector of final normalised priorities, M is the matrix of priorities of the various alternatives with regard to each criterion and P is the vector of priorities for the criteria themselves. The calculation of these results is shown in Eqn 4 and Eqn 5. http://www.sajems.org Open Access The results of the matrix multiplications in Equations 4 and 5 have been ordered by weighting and are presented in Table 3 .
Challenges
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Impact of small-business challenges and smart city services
At this stage of the analysis, the results in Figure 9 show the clear preference of participants for saving money over saving time (77% vs. 23%), which highlights just how cash-sensitive small businesses are. Furthermore, Figure 9 shows that government support is the single largest factor and accounts for over a quarter of both the time and the cost impact, with entrepreneurial support being the second largest contributor in both time and cost impact.
Participants indicated that city-wide Wi-Fi deployment would have the lowest impact on their cost savings. This is surprising, as the cost of telecommunications was identified by Herrington et al. (2014) as one of the key factors that the South African government should work to reduce, and in doing so, alleviate some of the strain on small businesses.
While the participants did find it valuable if a smart city service was able to result in time and cost savings, the research revealed that the businesses placed strong emphasis (57%) on a potential service's importance in a modern city, perhaps demonstrating the inherent interest that small businesses have in future developments. In this light, both educational tools and small-business portals were considered the most important aspects of a modern city, each accounting for over 22% of the weighting. Across the remaining two criteria, these two services were also the highest ranked.
Smart security and traffic management were generally regarded as unimportant (< 12%) across each of the three criteria, with slightly lower levels of disinterest (< 14%) being shown for services involving smart meters and power management.
While the impact of these challenges and services across the individual criteria does yield interesting perspectives, the true impact of these factors can be assessed when considering the final AHP-weighted priorities, as calculated previously using matrix multiplication.
Ethical consideration
The data collected have been kept confidential and only the aggregated and anonymised findings from the collected data were included in the publication.
Discussion
When considering the final weighted results, it becomes clear that government support dominates the challenges that are faced by small businesses, whereas educational tools and training material are deemed to be the most valuable.
Combined with the results presented in Table 2 , the research shows a strong link between the services that were selected by the participants and the services that were identified through literature as being able to address these challenges. From the literature, it was also shown that the top three ranked services are, to some extent, capable of addressing each of the challenges that were identified. It is therefore imperative for any city to place a strong emphasis on these services to meet the needs of small businesses effectively.
These results confirm what was previously indicated by the literature -that the lack of government support constitutes the single greatest impact on the small businesses. This is followed closely by a lack of entrepreneurial support, corruption and infrastructural issues.
The results further show a clear preference for educational tools and training material -an aspect that was shown by Simpson, Tuck and Bellamy (2004) and Kangasharju and Pekkala (2001) as having a significant impact on the success of a business. In an ongoing effort to minimise costs and time wasted, especially because of the relatively small number of employees, it is understandable that small businesses wish to learn and explore on their own, a fact which is further supported by their interest in a small-business support portal and eGovernment and open data policies.
The analysis of the results has determined the extent to which the issues impact small businesses, but it will be the city's responsibility to subsequently implement the services. To ensure that this is successful, several prerequisites and dependencies must be considered during the smart city's development.
Roadmap development
Having identified the issues that need to be addressed, along with their relative importance, the infrastructural requirements can now be used to develop a smart city roadmap, shown in Figure 11 , for the deployment of smart city services tailored towards supporting small businesses. Along the top of the roadmap, in green, are the challenges that businesses face, ordered by importance. Beneath that, in blue, is the ordered list of smart city services capable of addressing the challenges. These relationships were listed in Table 2 and are illustrated with a series of interconnecting lines. The x-axis shows the increasing integration that is required, and the y-axis shows the increasing levels of development. The relationships between the challenges and the services are also shown.
The deployed services would be heavily dependent on the use of ICT, and as such, care should be taken to ensure the stability, availability and resilience of the underlying infrastructure. Arana (2014) suggests that this could be accomplished through the use of an integration and monitoring layer, which would monitor the various systems in order to minimise the impact of subsystem failure. To protect the data, Arana (2014) further proposes that security and access control systems be implemented across the services.
With the basic infrastructure having been defined, the specific services can now be explored. Educational tools and training material were identified as being the most valuable, and the implementation of these services would provide support for entrepreneurs in multiple ways. At its simplest, this would require collaboration with educational institutions to make the relevant training available online.
Because of the limited resources that small businesses have, being able to leverage self-service systems was found to be highly valuable. Creating a central information repository and integrating it with other government departments would provide businesses with access to any required information and allow them to submit various documents electronically.
The small-business support portal would form the basis of a more complex eGovernment system, which would be expanded to include further integration with other FIGURE 11: Proposed smart city roadmap for supporting small businesses. departments and third parties, thereby facilitating access to a variety of services in an effective and coherent manner. However, being able to offer these services would require increasing levels of development and integration, which can be a costly endeavour.
Level of development
Level of integraƟon
Thus far, all planned systems have relied on a centralised architecture. Before offering widespread Wi-Fi coverage, it is necessary to deploy infrastructure on a much wider scale. The deployment of city-wide fibre infrastructure will require extensive earthworks and construction and will be a timeconsuming process. It is therefore recommended that this phase be started in parallel with the initial smart city rollout. With this infrastructure in place, Wi-Fi hotspots can be deployed for use by stakeholders, as well as by connected sensor systems which provide data to the city.
The remaining services can be implemented through varying combinations of decentralised sensors and real-time monitoring systems to allow the city to optimise its efficiency and usage of resources.
If followed, the proposed roadmap will allow a city to implement the services that were found to be the most valuable to small businesses, in an order that would address their greatest challenges first. This infrastructure would then be used as a basis on which any number of additional services could be built.
Limitations of this study and areas for further research
Smart city development will affect many stakeholders within the city, and as such, it is crucial to ensure that all the stakeholders are considered before beginning the deployment process. This research covered a smart city's development from the perspective of small businesses, but other stakeholders, such as schools, communities, large businesses and even the government itself, would need to be considered.
It was also discovered that some individual decision matrices needed to be discarded as they failed to meet the consistency restrictions set during the research design. To alleviate this, it is suggested that future survey methods incorporate realtime feedback to the participants, so that they can correct inconsistent responses, thereby ensuring that all the decision matrices can be used to form the group decision. SEDA (2016) found that there are 667 433 formal SMEs in South Africa, meaning that this research was conducted with a very small sample size. Although this research could provide initial insight into the challenges faced, it is recommended that further research with a larger sample be carried out in future. These results cannot be generalised to all small businesses within South Africa, as they were obtained from a limited subset of the target research population. However, because of the shortage of research linking smart cities and small businesses, the results of this research can be used as a basis for planning future research.
Conclusions
This research set out to identify the challenges faced by small businesses and then explored which smart city services, if any, would be able to address these challenges. An initial literature survey was used to identify potential challenges and services, with this knowledge being used to guide the design of the research instrument.
The AHP was identified as a suitable methodology because of its ability to make group decisions based on both subjective and objective judgements to obtain a single, coherent decision. This approach yielded a final set of ranked priorities, showing the relative importance of each alternative. This research sought to identify which challenges had the greatest impact on small businesses. The lack of government support was found to be the most detrimental. Similarly, the research sought to identify which smart city services offered the most value, and it was found that educational tools and training material would assist the most in addressing the challenges that are constantly faced. The literature was used to derive a link between the services and the challenges they could potentially address. These findings were supported by the research participants by identifying which services they found to be the most valuable.
In terms of time lost and cost incurred, both the literature and the research demonstrated that these challenges have a substantial impact on small businesses, with businesses spending weeks of time and hundreds of thousands of rand to address the challenges. By developing solutions and systems to minimise the impact of these challenges, cities would be able to provide direct value to the businesses, allowing them to save both time and money and thereby increasing their chances of success.
Finally, this research intended to use these findings to develop a smart city roadmap focused on alleviating the challenges faced by small businesses. Cities following the roadmap's recommendations would be able to quickly and effectively deploy the required infrastructure and integrations needed to start offering these services. This would allow small businesses to waste less of their resources in dealing with these challenges, and instead focus on what they do bestdriving employment and contributing to the economy.
